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EU: Applying the GDPR to the sport sector
Despite the broad application of the General Data Protection Regulation (Regulation (EU) 2016/679) ('GDPR'),
certain sectors possess unique aspects which must be considered in terms of compliance with the GDPR and
other data protection-related regulations. Anne Rose, Associate at Mischon de Reya LLP, reviews the e ects of
the GDPR and the Privacy Electronic Communications (EC Directive) Regulations 2003 ('PECR') on the sport sector,
with regard to the collection and processing of sports performance data, digital marketing to members and fans,
and UK-based organisations investigating disciplinary cases (e.g. for doping violations in sport or match- xing).

NomadSoul1/Envatoelements

All sporting bodies are a ected by the GDPR in some shape or form, whether they are based in the EU, o er goods and services
to, monitor, or track individuals in the EU. Like any other business or industry, sports clubs and organisations need to assess the
data they collect from their fans, players, volunteers, employees and any other individual. Governing bodies also need to consider how they hold performance data, and anti-doping agencies will need to consider appropriate measures for processing health
records.
In addition to the above, all sporting organisations will need to be aware of the enhanced rights for data subjects under the
GDPR. While the GDPR largely preserves the existing rights of individuals to access their own personal data, rectify inaccurate
data, challenge automated decisions about them and object to direct marketing, a number of new rights are also now available,
including the right to erasure and the right to data portability.
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Whilst the GDPR directly applies across the EU, the UK has implemented the Data Protection Act 2018 ('DPA 2018') to deal with
speci c issues where Member States are given certain leeway. Of additional note in the UK, to cover the possibility of a 'No Deal'
Brexit, Parliament has introduced the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) (No 2)
Regulations 2019, which would make changes to the DPA 2018 so that the law would continue to function e ectively after the UK
had left the EU.
Failure to comply with the requirements of the GDPR could result in nes of up to 4% of annual turnover or €20 million (whichever is the higher). Following its implementation in May 2018, however, the rst GDPR nes demonstrate that data protection authorities are taking a measured approach to their enforcement powers. Whilst, at the time of publishing, nes across the EU have
topped over €55 million in total, one ne, imposed on Google by the French data protection authority ('CNIL'), accounts for €50
million of that gure. CNIL found that Google had faulted in two key areas; (i) lack of transparency for processing personal data;
and (ii) blanket consent agreements with pre-ticked accounts on sign-up. The ne on Google is under appeal, but whilst in its early days, it appears that the data protection authorities are (for the moment) focusing on a small number of cases where basic requirements were not satis ed.
Perhaps of more concern for sports organisations is that under the Code for Sports Governance1, sports organisations risk losing
their public funding for non-compliance with applicable regulations (Tier 3 funding requires governing bodies to demonstrate
that they have appropriate policies and procedures for compliance).

Sports performance analysis
Many sporting and athletic organisations will monitor the performance of their athletes. This could involve collecting data such as
information about a player's speed, or how many times the individual passed the ball. It may also involve collating and processing 'special category data' (de ned under Article 9 of the GDPR) such as health, biometric or other sensitive data (e.g. information
about a player's heart rate, diet, disposition to cardiovascular problems, or a photo of the player's face). In such circumstances it
will be important for organisations to assess what condition they will rely on for the processing of relevant data. In order to lawfully process special category data, there must be both a lawful basis under Article 6 of the GDPR, and a separate condition for
processing special category data under Article 9 of the GDPR. These do not have to be linked.
For example, clubs may seek to rely on Article 6(1)(b) of the GDPR where a player has signed a contract stipulating that such data
shall be collected, and therefore that 'processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract,' and the condition that processing is
'necessary for the purposes of carrying out the obligations and exercising speci c rights of the controller or of the data subject in
the eld of employment and social security and social protection law […].' For example, under the Health and Safety at Work etc.
Act 1974 ('the 1974 Act'), clubs owe duties to their employees (among others) to maintain a healthy and safe working environment, and so clubs might be able to rely on the 1974 Act to, for example, process medical and biometric data to identify whether
an athlete has a high risk of developing cardiovascular problems.
Other conditions a sporting organisation will likely rely on for monitoring its players and processing any such special category
data under Article 9 of the GDPR include obtaining explicit consent from a player, or for the 'purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social
care or treatment […].' The issue may be more di cult where such processing is wholesale, and/or is carried out without an individual's knowledge. Particular attention will need to be paid to the pro ling of youth talent (i.e. any form of automated processing consisting of the use of the child's personal data to evaluate certain personal aspects relating to such child (e.g. behaviour,
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personal preferences, location etc.)). Even though Article 22 of the GDPR makes no speci c reference to the pro ling of children,
Recital 7, GDPR states in clear terms that children should not be subject to automated pro ling that produces a legal e ect or
similarly signi cantly a ects them.
The Article 29 Working Party ('WP29') Guidelines on Automated Individual Decision-Making and Pro ling for the Purposes of the
GDPR ('the Guidelines')2 (now adopted by the European Data Protection Board) note, however, that given its wording, Recital 71
of the GDPR does not represent an absolute prohibition on this type of processing (i.e. pro ling) in relation to children. The
Guidelines continue by stating that there may be some circumstances in which it is necessary for controllers to carry out solely
automated decision-making, including pro ling, with legal or similarly signi cant e ects in relation to children, for example to
protect their welfare.
In such cases, children's consent (or, where the child isn't of an age at which it is competent to give consent, parental or guardian
consent) may be required prior to gathering information that has (as noted in the Guidelines) the potential to signi cantly a ect
the circumstances, behaviour or choices of the individuals concerned, have a prolonged or permanent impact on the data subject, or at its most extreme, lead to the exclusion or discrimination of individuals.
There are, of course, ways to manage these kinds of data risks. Providers of sports data technology services are already implementing measures to anonymise and aggregate data sets of this type to ensure that they can be validly stored and used. Of particular interest to sports organisations may be the provision of cloud-based technologies, which enable a data controller to delegate the secure holding and processing of individual records to an outsourced third party, whose business model will necessitate
the putting into place of all of the systems noted above, especially those which enable rapid and compliant responses to be
made to data subjects who seek to exercise their individual rights. This could be done through the implementation of a data processing agreement between the parties.
During the 2016 Summer Olympics in Rio de Janeiro, the World Anti-Doping Agency's ('WADA') Administration and Management
System was compromised3, and multiple athletes' sensitive medical details were made public online. Under the GDPR, and in
view of the seriousness of the breach, WADA may well have had to comply with the new noti cation requirements. Under Article
33(1) of the GDPR, mandatory data breach reporting is required to a relevant supervisory authority within 72 hours of becoming
aware of such a breach if the breach is likely to result in a risk to individuals' rights to freedom. A breach could cover a number of
circumstances, including access by an unauthorised third party, sending personal data to an incorrect recipient, altering personal
data without permission, or even loss of availability of such personal data. Further, any data breaches involving athletes' medical
data would need to be noti ed to a ected athletes without undue delay, as the breach would almost certainly be likely to result
in a 'high risk to the rights and freedoms' of those athletes. There is an exception, however, under Article 34(3) of the GDPR,
where a sporting organisation has implemented appropriate security measures that render the data unintelligible, e.g. encryption, has taken subsequent measures to ensure the high risk to athletes does not materialise, or where it would involve disproportionate e ort, in which case, public communication should su ce. As well as the prospect of signi cant nes, compensation
may also be payable to athletes who have su ered material or non-material damage as a result of an infringement of the GDPR.

Marketing to fans
Many sports organisations maintain large databases of individuals that they market to (usually via email). This data may have
been acquired from third parties (who usually advertise themselves as being in the business of 'lead generation') or directly by
the organisation themselves.
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PECR broadly restricts organisations from sending marketing emails to an individual's private email address unless those individuals have 'opted in' (i.e. consented) to receiving them (or unless the individual's details have been collected during the sale, or negotiations for the sale, of a product or service). Since the implementation of the GDPR, sporting organisations can no longer collect consent to email marketing on an 'all or nothing' basis alongside an individual's acceptance of more general terms and conditions, nor can giving consent to email marketing be an obligatory part of subscribing to receive a particular service (for example,
becoming a member of a sporting organisation).
Sporting organisations will need to record and be able to demonstrate that consent has been validly given. The public-facing nature of email marketing means that non-compliant conduct is more likely to trigger a complaint to the Information Commissioner's O ce ('ICO') than other, less visible, kinds of illegitimate processing.
Prior to the implementation of the GDPR, many organisations (including some sports clubs) decided to ask their existing email
subscribers for consent (or renewed consent) in order to continue receiving marketing from the club. One might question this
procedure on the basis that such emails are likely to be direct marketing communications in and of themselves. However, for organisations that had genuinely collected consent from data subjects in the past, but had failed to record that consent e ectively,
this solution may have represented a relatively low-risk approach to salvaging a portion of their existing mailing list. The downside of the solution, though, was that many mailing lists ended up being dramatically reduced in size. It is important to note that
there is nothing in the GDPR or PECR which speci cally required such email 're-consent' programmes, and the evidence points to
some organisations being poorly advised on this subject.
Unlawful email marketing has for some time been a subject of regulatory focus for the ICO, with nes for PECR breaches since
2010 totalling over £10 million. Although most of these were for particularly egregious contraventions, sports organisations will
need to remain aware of the risks involved.

Disciplinary investigations
Although the GDPR applies directly in Member States, it contains certain exemptions and derogations for individual Member
States to interpret and implement. In the context of disciplinary processes, for instance, Recital 112 of the GDPR provides that
derogations to the GDPR should apply to international data exchanges which are necessary for important reasons of public interest, 'for example […] in order to reduce and/or eliminate doping in sport.' Paragraphs 27 and 28 of Schedule 1 to the DPA 2018
provide helpful assistance to allow governing bodies and betting operators and regulators to process special category data (e.g.
testing information or information about a player's diet and health) where it is required for regulatory and integrity reasons, and
is in the 'substantial public interest' under Article 9(2)(g) of the GDPR.
The two relevant 'substantial public interest conditions' set out under the DPA 2018 include 'anti-doping in sport' and 'standards
of behaviour in sport.' With respect to anti-doping, the derogations allow processing 'for the purposes of measures designed to
eliminate doping which are undertaken by or under the responsibility of a body or that is responsible for eliminating doping in a
sport, at a sporting event or in sport generally,' or 'for the purposes of providing information about doping, or suspected doping,
to such a body or association.' With regards to 'standards of behaviour in sport,' the derogations allow processing where it is
'necessary for the purposes of measures designed to protect the integrity of a sport or a sporting event,' provided that the processing must be carried out without consent in order not to prejudice the ultimate purpose, and it is 'necessary for reasons of
substantial public interest.' This is particularly helpful in the context of the WADA International Standard for the Protection of Privacy and Personal Information ('the Code')4 which requires 'Athletes and Athlete Support Personnel to furnish a signi cant
amount of Personal Information to Anti-Doping Organisations.' The Code is a minimum standard of protection set by WADA, and

https://platform.dataguidance.com/opinion/eu-applying-gdpr-sport-sector

4/5

15/04/2019

EU: Applying the GDPR to the sport sector | DataGuidance

does not override or lower the bar compared to any national legislation. We have yet to see how broadly these conditions set out
under the DPA 2018 may be applied, but they could prove to be a useful tool in the investigation and prosecution of disciplinary
o ences.

Conclusion
The balance of power between individuals and organisations is constantly shifting. With the implementation of the GDPR, individuals have been given greater control of their data. Sports organisations should have in place appropriate procedures to deal with
such requests, and many such organisations mistakenly believe that they need consent when handling special category data (e.g.
health data) for anti-doping measures, or pro ling where they build up a picture of an athlete for analytics reporting or targeting
purposes. This is not necessarily the case and, as explained above, sports organisations can rely on a number of other
conditions.
Anne Rose Associate
anne.rose@mishcon.com
Mishcon de Reya LLP, London

1. Available at: http://www.uksport.gov.uk/~/media/ les/government-code/a_code_for_sports_governance.pdf?la=en
2. Available at: http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826
3. Press release available at: https://www.wada-ama.org/en/media/news/2016-10/cyber-security-update-wadas-incident-response
4. Available at: https://www.wada-ama.org/sites/default/ les/resources/ les/ispppi-_ nal_-_en.pdf
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