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National Data Guardian report sets
her health data priorities for 2018
The National Data Guardian (‘NDG’) Dame Fiona Caldicott published on 12 December 2017 the
‘National Data Guardian for Health and Care 2017 report: Impact and influence for patients and service
users’ (the ‘Report’), which assesses the state of health data usage in the UK under the NDG’s three
guiding principles: to encourage the sharing of information in the interests of providing direct care;
there should be no surprises to citizens and they should have choice about the use of their data;
and there must be dialogue with the public, helping to increase their knowledge and choices about
how data is used to improve health and care. The Report aims to provide the public with a means to
assess the impact of the work being carried out by the NDG and the progress being made towards
the three guiding principles since 2014, whilst also setting out a list of eight priorities for 2018.
The Report highlights the continuing importance of data
sharing for the development of healthcare in the UK, and
encourages a transparent dialogue with the public over
data sharing whilst giving citizens greater control over
how their data is used, through the introduction of opt-out
options for the use of patient data for running the healthcare
system and for research, which the Department of Health
is currently examining. The Report states that “opt-out
provides the means to demonstrate to the public that their
wishes are respected […] we need to build trust carefully if
the true benefits of sharing information are to be realised.”
“Given recent cyber attacks and data sharing arrangements
that have taken place, my sense is that patient trust in the
health and care sector is at times faltering,” comments
Stefania Littleboy, Associate at Mishcon de Reya. “That said,
steps in the right direction are being made and the coming
year will no doubt be of immense value with regards to
building on and cementing public trust in the system.”
The NDG lists eight priorities for 2018 in advance of the role
being placed on a statutory footing, which include supporting
the implementation of the recommendations put forward in
the NDG’s ‘Review of Data Security, Consent and Opt-outs;’
supporting putting the position of the NDG on a suitable
statutory footing; encouraging proper sharing of data in
genomic medicine and contributing to the thinking about how
patients should be engaged about this; supporting work to
maintain public trust in the confidentiality of the health service;
considering how the NDG can support the use of data in new
healthcare technologies; continuing to explore consensus
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about the way that patients’ reasonable expectations should
influence the way that data is shared to support direct care;
liaising with Government bodies to further the NDG objectives;
and encouraging the development of training and education
in health to support appropriate safe use and sharing of data.
“The NDG’s priorities appear to be both logical and achievable
given the growing interest in data sharing within the health
and care sector and data sharing more generally by public
bodies,” states Littleboy. “There remains a long way to go
before there is absolute public confidence and trust in the
government and/or health organisations with regards to
health data sharing, but individuals are becoming increasingly
used to and comfortable with opt-out and opt-in systems
with regards to the processing of their personal data.”
The NDG’s Report also emphasises clear independence from
the Government as an integral aspect of maintaining a trusting
relationship with the public. “By retaining independence it has
been possible for the NDG to make a valuable contribution
to building trust,” the Report states. “The NDG is not a
regulator and is not intended to be one; regulators already
exist. Rather, the role involves initiating conversations and
interventions which ensure the generators of information,
the citizens, feel informed and in control of how it is used.”
“Independence is fundamental to the building and
maintaining of public trust and confidence,” agrees Littleboy.
“If the NDG loses her ability to remain objective and
questioning of Government bodies, this could lead to the
role and impact of the NDG derailing going forward.”
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