INFORMATION SHARING

Caldicott’s concerns: DeepMind
and the Royal Free London
The latest medical data sharing controversy to attract the interest of regulators and the press involves
the Royal Free London (‘RFL’), one of London’s biggest hospitals, and its arrangements with DeepMind,
involving the transfer of 1.6 million identifiable patient records, without explicit patient consent,
as part of the development and testing of an application relating to acute kidney injury. ‘Streams’
integrates different types of data and tests results, and can be used by clinicians to quickly identify
patients with acute kidney injury, with the aim of saving medical staff valuable time and improving
patient outcomes. Attention on the arrangements, in particular the Information Sharing Agreement
between the RFL and DeepMind, intensified following a letter from Dame Fiona Caldicott, the
UK’s National Data Guardian, on the subject of the Agreement, which was sent to Professor Powis,
Medical Director at the RFL and published in the national press. Adam Rose and Nina O’Sullivan of
Mishcon de Reya LLP assess the Agreement and the concerns put forward by Dame Caldicott.

Clearly, technologies such as Streams
have the capacity to bring significant
benefits to patients, but concerns
have been raised as to the basis upon
which identifiable patient data were
transferred by the RFL, and the nature
of the Information Sharing Arrangement
between the RFL and DeepMind. This is
now under investigation by the Information
Commissioner’s Office and has been
the subject of a letter (published in the
press), from Dame Fiona Caldicott to the
Medical Director at the RFL. Whatever the
outcome of the investigation, it is clear
that more needs to be done to clarify
the use of identifiable patient data in
the development and testing of similar
innovative technology. As noted in Dame
Fiona’s letter, the Department of Health
is currently considering the regulatory
framework and guidance on this issue.

NHS bodies for the direct care of the
patient, but with certain sections in boxes
relating to the specific information sharing
arrangement between the parties.

Background and the Information
Sharing Agreement
The RFL entered into an Information
Sharing Agreement1 with Google UK
Limited, dated 29 September 2015.
The Agreement was said to be for the
purpose of the RFL sharing person
identifiable information (‘PID’) with
Google, which at the time operated a
business known as DeepMind. Google
acquired DeepMind in 2014, and it is
now part of the overall Alphabet Inc.
group (the ultimate holding company
of Google). According to its website2,
‘DeepMind is the world leader in artificial
intelligence research and its application
for positive impact.’ The Agreement is in
standard form setting out the minimum
arrangements for sharing PID with non

Clause 4 states that ‘Information
sharing between organisations must
always be consistent with the Caldicott
principles4,’ set out as follows:
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It is worth setting out a number of the
provisions and specific additions in
the Agreement. Clause 3 clarifies what
is PID (name, address, NHS number,
photographs), and notes that ‘other
details may, especially in combination,
enable an individual to be identified,
such as full postcode, date of birth,
telephone number, email address.’
Perhaps surprisingly, medical data
are not given as an example, but
there is no doubt that medical data
are PID where they can be used to
identify an individual, and are ‘sensitive
personal data’ for the purposes of
the Data Protection Act 19983.

1. justify the purpose(s) for using
confidential information;
2. use it only when absolutely necessary;
3. use the minimum that is required;
4. access should be on a strict
‘need to know’ basis;
5. everyone must understand
their responsibilities; and
6. understand and comply with the law.
The Agreement then asks the
excellent question: ‘Why is the
information being shared?’ to
which the answer is as follows:

‘Patient Rescue is a Proof of Concept
Technology Platform that enables
Analytics as a Service for NHS Hospital
Trusts. It has been developed by
DeepMind, a group within Google UK
Ltd. Analyses are performed on both live
and batch (intermittent) data streams.
Outputs include tools to enhance
adherence to, and implementation of,
NHS/NICE guidelines. This will consist
of: (i) Patient Safety Alerts for Acute
Kidney Injury, and (ii) Real time clinical
analytics, detection, diagnosis and
decision support to support treatment
and avert clinical deterioration across a
range of diagnoses and organ systems.’
The Agreement then sets out what
information would be shared, including all
admission, discharge, and transfer (‘ADT’)
data, pathology and radiology results,
completed inpatient episodes, critical
care data, accident and emergency data
and the previous five years’ worth of
archival data ‘to aid service evaluation
and audit of the new product.’
A final statement, repeated later in the
Agreement very explicitly, notes that
the RFL remains the data controller.
DeepMind is referred to as the ‘data
processor,’ and is said to ‘provide
the patient data analysis and alerting
functions […] for the processing of
personal data under the Data Controller’s
control.’ ‘Data,’ it is said, which are ‘to
be processed for purposes other than
for the direct care of the patient must
be pseudonymised in line with the NHS
Act 2006 […].’ However, then there is
a somewhat awkward statement: ‘As
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this data is being held for direct patient
care purposes, pseudonymisation is not
required.’ In other words, identifiable
personal data was to be used by
DeepMind (although it is not at all clear
how) for direct patient care. It looks,
perhaps, like a fudged piece of drafting
to avoid the hassle of pseudonymisation.
The Data Protection Act 1998 (‘DPA’)
The DPA implements into UK law the
EU’s 1995 Directive5, and provides at
Section 1, various definitions, in particular:
‘“data controller” means […] a
person who (either alone or jointly
or in common with other persons)
determines the purposes for which
and the manner in which any personal
data are, or are to be, processed;
“data processor,” in relation to
personal data, means any person
(other than an employee of the data
controller) who processes the data
on behalf of the data controller;’
and Section 2(e) provides:
‘“sensitive personal data” means
personal data consisting of
information as to [a person’s] physical
or mental health or condition.’
The DPA requires compliance with eight
principles, the first of which is that:
‘Personal data shall be processed
fairly and lawfully and, in particular,
shall not be processed unless:
(a) at least one of the conditions
in Schedule 2 is met, and
(b) in the case of sensitive personal
data, at least one of the conditions
in Schedule 3 is also met.’
A Cecile Park Media Publication | June 2017

Various cases and Information
Commissioner guidance notices have
clarified the meaning of what amounts to
fair and lawful processing, and the nature
of the conditions in Schedules 2 and 3.
Caldicott
Dame Fiona Caldicott is the National
Data Guardian6, whose function is to
‘advise and challenge the health and
care system to help ensure that citizens’
confidential information is safeguarded
securely and used properly.’
By letter of 20 February 2017 (which
was published by Sky News and in
other press reports) to Professor Powis7,
Medical Director at the RFL, Dame Fiona
made various observations, including the
following: “you confirmed to us that 1.6
million identifiable patient records were
transferred to Google DeepMind and that
implied consent for direct care was the
legal basis for the data processing […]
As you know […] my view is that when
work is taking place to develop new
technology, this cannot be regarded as
direct care, even if the intended end
result when the technology is deployed
is to provide direct care. Implied consent
is only an appropriate legal basis for
the disclosure of identifiable data for
the purposes of direct care if it aligns
with people’s reasonable expectations,
i.e. in a legitimate relationship.
When I wrote to you in December [2016],
I said that I did not believe that when the
patient data was shared with DeepMind,
implied consent for direct care was an

appropriate legal basis […] you [have
since replied] that ‘only synthetic data
(non-identifiable dummy data) was
used in the design and development
of the product’ and that ‘confidential
patient information was only used during
the testing of Streams, and only for
those tests where it was considered
necessary to ensure the safety and
reliability of a product intended for
clinical use in direct patient care.’”
What makes the timing and extent of
the transfer to DeepMind somewhat
surprising was the events of one year
earlier, when the NHS was caught up in
controversy surrounding its plans for the
Care.data programme. That programme
was predicated on GPs uploading all
patient data onto a central database - in
the end, popular opposition to this, and
the impact of the data sharing on the
doctor-patient confidentiality relationship,
resulted in Care.data being moth-balled.
At that very time, Dame Fiona was
commissioned to review data security,
consent and opt-outs, and settled on
eight guiding principles, as follows8:
1. You are protected by the law.
Your personal confidential
information will only ever be
used where allowed by law.
2. Information is essential for high
quality care. You can ask your
healthcare professional not to pass
on particular information to others
involved in providing your care.
3. Information is essential for other
beneficial purposes. Information
about you is needed to maintain and
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Organisations considering arrangements involving the sharing of data
should ensure that they carry out a proper Privacy Impact Assessment
before entering into such an arrangement and transferring any relevant data.
continued

4.

5.
6.
7.
8.

improve the quality of care for you and
for the whole community. It helps the
NHS and social care organisations
to provide the right care in the right
places and it enables research to
develop better care and treatment.
You have the right to opt-out. You
have the right to opt-out of your
personal confidential information
being used for these other
purposes beyond your direct care,
for example, to support research
and improve treatment and care.
This opt-out will be respected by
all organisations that use health
and social care information.
Explicit consent will continue
to be possible.
The opt-out will not apply to
anonymised information.
Arrangements will continue to
cover exceptional circumstances.

Whilst principle 3 might appear to
endorse projects such as DeepMind’s,
principle 4 proposes a right to optout - this is also consistent with the
Information Commissioner’s views
(which are not uncontroversial) around
the Care.data project: Parliament had
provided the power for the NHS to
upload this data and so opting out
was the only patient alternative.
Is DeepMind a data processor
or a data controller?
The Agreement clearly states that
DeepMind is the RFL’s data processor,
but that is not sufficient to make it so.
As noted above, under the DPA, a data
processor is a party that processes the
data on behalf of the data controller.
The parties seem to contend in the
Agreement that DeepMind is using
the PID for the purpose of direct care.
However, Dame Fiona found that was not
the case; it would seem that the parties
had to argue this because the PID had
been supplied without pseudonymisation,
which would have been a requirement
where the data were not to be used for
direct care. If DeepMind was using the
PID for direct care, then DeepMind would
itself be a data controller (alongside
the RFL, probably as a separate
data controller, rather than as a joint
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controller), and not a data processor.
Much turns on whether the assertion
in the Agreement that DeepMind was
a data processor stacks up. The test
is an objective one: did DeepMind
process the data on behalf of the
data controller (the RFL), or were its
activities actually better caught by
the definition of a data controller (i.e.,
a person who, either alone or jointly
or in common with other persons,
determines the purposes for which
and the manner in which any personal
data are, or are to be, processed)?

Conclusions
It does not appear that either the RFL
or Google gave sufficient thought, at
the outset, to the privacy implications
of their arrangement, and perhaps
wanted to play it both ways: on the one
hand, to argue that the data need not
be pseudonymised (as they were to
be used for direct care by DeepMind,
which would effectively mean as a data
controller) but, on the other, to maintain
the argument that DeepMind was
merely the processor (subject to the
restrictions set out in the Agreement).

Even if the RFL had given very clear and
narrow directions to DeepMind as to
what it was to do with the PID, it might
be argued that DeepMind had sufficient
freedom to use its expertise to decide
what information, from among all the PID
supplied to it, to use and how to analyse
that information. RFL did not appear to
know if DeepMind used all or only part
of the overall dataset supplied to it.

Organisations considering arrangements
involving the sharing of data should
ensure that they carry out a proper
Privacy Impact Assessment before
entering into such an arrangement and
transferring any relevant data. This
assessment should determine whether
the transferee is a data controller or a
data processor, and make it clear as to
what data are being provided and for
what purpose. The agreement should
also ensure that the data transferee
complies with the limitations imposed.
The Information Commissioner’s
investigation into the RFL/DeepMind
Information Sharing Agreement can
be expected to analyse the extent to
which this assessment was carried out.

The Information Commissioner’s
guidance note on ‘data controllers and
data processors: what the difference
is […] 9’ gives various examples,
distinguishing (at page 14) between an IT
services provider (which it determines is
a data controller), and a cloud provider
(which it determines is a processor only).
One of the key bases for that conclusion
is ‘that the conditions of the contract
mean the cloud provider has no scope to
use the data for any of its own purposes.
In addition, the cloud provider does
not collect any information itself. All the
personal data it holds in connection with
its provision of the service is provided
by the [controller]’). The Information
Commissioner is currently investigating
the transfer of PID from the RFL to
DeepMind for compliance with the DPA.
Where the Information Commissioner
draws the line will not be straightforward.
Whilst it appears that DeepMind was
determining the manner in which the
data were processed, and the purpose
for which they were processed,
the Information Commissioner’s
guidance on the status of a cloud
provider does raise the possibility
that DeepMind is only a processor.

1.

https://storage.googleapis.com/deepmind-data/
assets/health/Royal%20Free%20-%20DSA%20
-%20redacted.pdf (accessed June 2017).

2. https://deepmind.com/about/
(accessed June 2017).
3. http://www.legislation.gov.uk/
ukpga/1998/29/contents
4. https://www.igt.hscic.gov.uk/
Caldicott2Principles.aspx?tk=42886358
2807211&cb=db376c9f-56cc-44f1-a5d2a624a2bb66c7 (accessed June 2017).
5. Directive 95/46/EC.
6. https://www.gov.uk/government/organisations/
national-data-guardian (accessed June 2017).
7. Published by Sky News on 15 May 2017
- http://news.sky.com/story/googlereceived-16-million-nhs-patients-data-onan-inappropriate-legal-basis-10879142
8. https://www.gov.uk/government/uploads/
system/uploads/attachment_data/file/535024/
data-security-review.PDF (accessed June 2017).
9. https://ico.org.uk/media/for-organisations/
documents/1546/data-controllers-and-dataprocessors-dp-guidance.pdf (accessed June 2017).

DIGITAL HEALTH LEGAL

