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Dear Commissioner, President, Supervisor, Chair and Ombudsman 

Central Registers & AEOI |  Request to make data protection concerns public   

On 11 September 2026, and notwithstanding a string of cyber-attacks against central registers, the 
French Tax System, the State of Berlin and warnings from the Chairs of the European Central Bank and 
the Financial Stability Board, the Council of the EU rejected a request to review its decision to withhold 
internal documents discussing concerns about the interaction between rules relating to Automatic 
Exchange of Information (AEOI) and Central Registers of Beneficial Ownership and fundamental rights 
on the basis that those documents discussed data protection, rather than data security.  

Data security is an integral aspect of data protection.  A 
measure that is disproportionate under basic data 
protection principles and which exposes compliant citizens 
to serious risks of hacking is not better; it is worse, as 
exemplified by the reports that criminals are using central 
registers to commit violent crimes.   

Since our previous correspondence there have been several 
reports of additional cyberattacks and warnings about the 
serious hacking risks of AI, which confirm the overriding 
public interest to a transparent account of existing EU 
concerns on the compatibility of central registers and AEOI 
with the GDPR. As things stand, the EU's culture of secrecy  
and deflecting arguments are contributing to creating 
disproportionate risks for the data and personal safety of 
millions of compliant citizens. 

The following is a short selection from recent news taken 
from a single newspaper (the Financial Times). 

AI risks to the financial system: 
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Violent crimes using central registers 
data: 

 

 
 

https://www.mishcon.com/download/letter-to-eu-following-register-hacks
https://www.mishcon.com/download/5-aug-2026-to-the-eu-following-register-hacks-2nd-addendum
https://www.mishcon.com/download/7-sept-2026-to-the-eu-following-cyber-attack-against-the-state-of-berlin
https://www.google.com/goto?url=CAESXwHrOzAVS26ETU3eLyRh1HNTcmZwMDD9GPY_1KFXKLNwCWn_Cbmkbdvin5v3cH4s64OhWK9UVvY5QWxHB53cLElPzh6P-_lcqzG62r9je1x5fBPqU6DnRJZhnVJqBjhj
https://www.mishcon.com/download/11-sept-2026-complaint-to-the-eu-ombudsman
https://www.mishcon.com/download/31-jan-2025-letter-to-edpb-on-eus-culture-of-secrecy
https://www.ft.com/content/c0d1c0ce-96c0-4824-a211-139acbddd200?syn-25a6b1a6=1
https://www.ft.com/content/c0d1c0ce-96c0-4824-a211-139acbddd200?syn-25a6b1a6=1
https://www.mishcon.com/download/31-jan-2025-letter-to-edpb-on-eus-culture-of-secrecy
mailto:access-to-documents@edps.europa
https://www.ft.com/content/304cdbb9-c161-4e40-af4d-6df1d2ff5363?syn-25a6b1a6=1
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AI risks to the financial system: 

(click the icons below to access the underlying articles) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

https://www.ft.com/content/c4f84da3-bfc6-49a0-90bd-9a1611864ac4?syn-25a6b1a6=1
https://www.ft.com/content/480c18a3-e661-4c7c-aaa0-1763887144a2?syn-25a6b1a6=1
https://www.ft.com/content/3f154376-fd8b-4255-ac5b-538c5e90fc40
https://www.ft.com/content/9db74b25-45ad-4187-b4d7-0e4d414fe41c?syn-25a6b1a6=1
https://www.ft.com/content/1a841f08-8e59-49d9-9561-0ed20e9190df?syn-25a6b1a6=1
https://www.ft.com/content/1a1f6c54-8dbc-4446-a6dc-45a060b7cdc8?syn-25a6b1a6=1
https://www.ft.com/content/7d2ab3e0-9085-48f6-b38a-d90260d58795?syn-25a6b1a6=1
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Specific risks for central registers and AEOI 

In our correspondence back in August we reported of the cyber-attack against the French Tax System 
allegedly perpetrated by an 18-year-old (hacking a State's system is really child's play), against 
various French Ministries and central registers enacted under EU law.   

More recently, hackers succeeded in penetrating a secure email system of the Italian State to scam 
Revolut, a European fintech champion: 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

  

  

 

 

 

 

   

 

 

 

   

 

 

 

 
 

 
  

 

 

 
  
  

 

 

 

https://www.mishcon.com/download/5-aug-2026-to-the-eu-following-register-hacks-2nd-addendum
https://www.lemonde.fr/en/france/article/2026/09/07/chatnoir-the-18-year-old-behind-the-hacking-of-a-french-tax-website_6757230_7.html?srsltid=AU7gw4XO6d2owNyISKFZajyaNriDW3MqC5iKLjtE6WeoeVF2qfxFIYJp
https://www.mishcon.com/download/letter-to-eu-following-register-hacks
https://www.ft.com/content/bf551392-2817-44c3-8588-b3b7d900ad33
https://www.ft.com/content/7db89ce2-ca7c-43e2-b06b-07c0d3c269ca?syn-25a6b1a6=1
https://www.ft.com/content/df50c416-9308-46cc-af14-8f069bba9aa6?syn-25a6b1a6=1
https://www.ft.com/content/cda17cca-a651-41c5-9ac7-75dcde998c66?syn-25a6b1a6=1
https://www.ft.com/content/97f3d2b7-0282-42a7-bbb7-538624441a8a?syn-25a6b1a6=1
https://www.ft.com/content/ac3f252d-bd49-4340-8565-f27a29652759?syn-25a6b1a6=1


 

 

1001022606.1  4 

 

 

Across the Atlantic, the US Treasury's Inspector General confirmed previous reports of insufficient 
data security measures at the IRS, publishing a report last week entitled "The IRS’s Cybersecurity 
Program Was Not Effective for Fiscal Year 2026": 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
This matters: In Jautiva (C-798/24), a case decided on 3 September 2026, the European Court of 
Justice held that national legislation must be accompanied by sufficient safeguards to protect data 
subjects effectively against the risk of abuse, since their data are accessible on the internet and may 
be downloaded in bulk, including by any unidentified user. 

EU obstinate refusal to make documents public both irresponsible and callous 

The incidents reported above took place in the last month and a half, and it is now clear that data 
held in central registers can be used by violent criminals to target their victims (including Formula 1 
champions). 

And yet, when refusing to review its previous decision not to make public internal documents relating 
to AEOI and central, the Council of the EU treats data protection and data security as two completely 
different issues.  From their letter dated 11 September (the 20th anniversary of 9/11): 

Arguments referring to “a string of cyber-attacks and data breaches against 
central registers introduced by EU Member States under EU rules, as well as a 
cyberattack against the French tax system” cannot be regarded as constituting 
new elements. The file at issue concerned the conditions under which Member 
States may automatically exchange tax information with third countries and the 

 

  

 

https://www.mishcon.com/assets/managed/docs/downloads/doc_3657/11%20Aug%202023%20to%20EDPB%20re%20loss%20of%20IRS%20data%20(TIGTA).pdf
https://url.uk.m.mimecastprotect.com/s/R1aACX6jLcKn7X2i6fLLiWdGHO?domain=tigta.gov
https://url.uk.m.mimecastprotect.com/s/R1aACX6jLcKn7X2i6fLLiWdGHO?domain=tigta.gov
https://curia.europa.eu/site/upload/docs/application/pdf/2026-09/cp260115en.pdf
https://url.uk.m.mimecastprotect.com/s/R1aACX6jLcKn7X2i6fLLiWdGHO?domain=tigta.gov
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interaction of such exchanges with the GDPR; it did not concern the risk or 
prevention of cyberattacks against national tax infrastructures more generally." 

 

Mere concerns or outright certainty? 

An article published this week in Tax Notes, a leading sectorial magazine, suggests that the 
"concerns" harboured by EU institutions and Member States in relation to the compatibility of 
transparency measures with the GDPR and fundamental rights are more likely to be certainties, with 
talks focusing on making existing arrangements compliant – an admission that current arrangements 
are not compatible with the GDPR.  However, in a union based on the Rule of Law, EU institutions 
and Member States should never defend measures that they know are against the law: 

 

Requests 

In line with previous correspondence, we end this letter with the following requests: 

⎯ to the Council of the EU to make public internal documents that discuss the interrelationship 
between AEOI and central registers with basic data protection and/or data security principles; 
 

⎯ to the European Data Protection Board to issue a new statement about the application of GDPR 
principles to AEOI and central registers, also in light of the more recent case law from the CJEU; 

 

⎯ to the European Ombudsman to uphold our Access to Documents complaint 1  against the 
Council's refusal to review its previous decision to withhold (either partly or wholly) relevant 
internal documents, and put an end to the existing culture of secrecy and ensure transparency 
and accountability of EU institutions in this important area. 

 

 
1 Complaint dated 11 September 2026 against a decision from the same day, based on Ref.  2193/2025/MIG 

Best regards, 
 
Filippo Noseda 
Partner 
 

 

 

https://url.uk.m.mimecastprotect.com/s/SbiCC76v1cNmLYXu8f33ioKuhC?domain=taxnotes.com
https://www.mishcon.com/download/31-jan-2025-letter-to-edpb-on-eus-culture-of-secrecy
https://url.uk.m.mimecastprotect.com/s/SbiCC76v1cNmLYXu8f33ioKuhC?domain=taxnotes.com

