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GDPR Transparency Debate | Danish State Hack requires urgent action 

For almost a decade, we have been raising awareness in relation to the disproportionate data 
protection and data security implications of several systems of bulk processing of information, 
including Automatic Exchange of Information and central BO-Registers.  In response, the EU has 
refused to release internal documents and ignored calls for an active dialogue1

.  

Today, the Danish government confirmed that 
the personal data of 8.8 million registered 
citizens has been stolen by hackers who used 
the credentials of a Danish company with a 
"legitimate interest" to access the relevant 
register.  Concerns about the risk of abuses of 
legitimate interest access were previously 
raised by the President of the Law Society in 
Luxembourg. 

The Danish State Hack comes hot on the 
heels of the theft of the entire database of an 
EEA Member State, the Hacking of the French 
Tax System, the French Interior Ministry, the 
French Ministry of Economy and Finance, a 
Lithuanian registry, the Berlin State Hack, the 
FBI and the hacking of the Italian 
government's secure email system that 
enabled criminals to pose as government 
officials and trick Revolut to hand over the 
files of hundreds of customers to hackers, as 
discussed in our recent correspondence. 

It is time for the EU to address the systemic 
deficiencies of systems designed over a 
decade ago, by (1) releasing internal 
documents that show the extent of internal 
data protection concerns, (2) starting an  
urgent active dialogue  with data protection authorities, EU FATCA Petitioners and data protection 
campaigners; and (3) considering a moratorium on the introduction of "legitimate interest" 
mechanisms to access central BO registers. 
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1 See our letters dated 5 August 2025, 6 August 2026, 14 August 2026, 28 August 2026, 7 September 2026, 

24 September 2026; and 28 September 2026; see also EO complaint dated 11 September 2026. 
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