
 
 

  

 
 

   

 

  

 

 

 
 

 

   

 

CRS | The Big Hack is coming 

I write further to my letters dated 12 May 2024 and  19 April 2024, as well as 
my correspondence with your predecessor and deputies about data protection 

        

Following the recent hacking incidents reported 
in our previous correspondence, today was the 
turn of Santander, whose hacked data has now 
reportedly been offered on the Dark Web :   

  

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

31 May 2024 

 
Mr Mathias Cormann 
OECD Secretary- General 
Château la Muette 
F-75775 Paris 
 
 
Dear Mr Cormann 

 
 

Best regards,   

Filippo Noseda 
Partner 

 
 

 
 
 
 
 
 
 

Cyber attacks reveal fragility of 
financial markets  
 

 
 
 
 
 
 

A 2023 IMF survey of 51 countries 
found that 56 per cent of central banks 
or supervisory authorities do not have a 
national cyber strategy for the financial 
sector, and 64 per cent do not mandate 
testing and exercising cyber security 
measures. 

Unsurprisingly, the Financial Times has 
been warning about the fragility of financial 
markets : 

 
 

More evidence of data insecurity                                    

 

 

 OECD responsible for exposing the financial data of millions of citizens to the risk of hacking 

The OECD has ignored warnings by the EU data protection authorities and international experts. Over 
the last decade, the OECD presided over the creation and dissemination of data relating to 100+ million 
citizens amongst 120 jurisdictions, while suggesting along the way that "[we] are not accountable for 
the personal data of individual taxpayers transmitted through the CRS/CTS".  Already, the OECD was 
forced to acknowledge the loss of CRS data and our research reveals potential issues with the system 
used to transmit CRS data across borders. These were brought to the attention of the French regulator. 
The purpose of our correspondence is to raise awareness over the data protection/security issues 
embedded in a system of global dissemination of financial data and ensure a proper level of 
accountability for what appears increasingly inevitable. 

 

Fragility of financial markets 
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https://www.mishcon.com/download/12-may-2024-to-secretary-general-oecd-re-europol-hack
https://www.mishcon.com/download/letter-to-the-eu-and-the-oecd-re-imf-report
https://www.mishcon.com/upload/files/15%20July%202020%20to%20EDPB%20PETI%20CNIL%20OECD%20decision.pdf
https://www.mishcon.com/upload/files/4%20May%202020%20to%20OECD%20DPC%20%20DPO%20-%202016%20-2019%20Correspondence.pdf
https://www.bbc.co.uk/news/articles/c6ppv06e3n8o
https://www.ft.com/content/cfeec015-60b2-4106-a279-4c74fbfd4d91
https://www.ft.com/content/a8b8de58-8691-4ece-ade3-5b7be63dbef2
https://ec.europa.eu/newsroom/article29/items/610127
https://taxation-customs.ec.europa.eu/system/files/2016-09/first_report_expert_group_automatic_exchange_financial_information.pdf
https://www.oecd.org/tax/transparency/
https://www.oecd.org/tax/exchange-of-tax-information/rwanda-becomes-120th-global-forum-member-to-commit-to-start-automatic-exchange-by-a-specific-date.htm/
https://www.mishcon.com/upload/files/15%20July%202020%20to%20EDPB%20PETI%20CNIL%20OECD%20decision.pdf
https://www.oecd.org/tax/transparency/documents/statement-on-the-data-breach-in-the-national-revenue-agency-of-bulgaria.htm#:~:text=Resources-,Statement%20on%20the%20data%20breach%20in%20the%20National%20Revenue%20Agency,media%20on%2015%20July%202019.
https://www.mishcon.com/upload/files/26%20Apr%202020%20to%20OECD%20PETI%20EDPB%20TAXUD%20%20ICO.pdf
https://www.mishcon.com/upload/files/FATCA_CRS_CTS_DAC%20---%2022%20April%202020%20to%20OECD%20cc.%20CNIL%20EDPB%20PETI%20TAXUD%20T-PD.pdf
https://www.mishcon.com/services/fatca/correspondence

